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and Place & Route

e 100% code coverage should be sought in each of the following categories:

Statements — every executable statement is examined for execution counts and those not
having at least one execution are flagged;

Branches — possible outcomes of IF and CASE blocks are examined for execution counts
with those not having at least one execution being flagged;

Conditions — any sub-conditions of a code branch (e.g., [F, AND, CASE, WHEN
statements) are examined as to fulfillment and those not having at least one true outcome
are flagged;

Parths — any un-traversed paths are flagged;

Triggering — checks whether a single signal or a combination of signals is responsible for
trigger execution, and any candidate signals that have not had their own individual
opportunity to trigger the process or statement are flagged.

e The code should be successively refined until the goal of 100% coverage of the above
categories is met.
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Hardware Design Process £ XILINX.

Hardware Design Process

The hardware design process phase is broken into five distinct sub-processes that
must be documented:

* Requirements capture: The architecture of the system (and the system-level
requirements), including items such as test structures and interfaces, needs to be
described and documented. During this phase, the design team must develop a
block-level description of the system, including block diagrams, state diagrams,
and flow charts, that are consistent with the requirements.

¢ Conceptual design: During this phase, hardware design can begin with HDL
development. The output of these activities plus the results of preliminary design
review are submitted to the DER for review.

¢ Simulation, while part of verification and validation, is considered a natural
part of the conceptual and detailed design processes.

* Detailed design: During this phase, the design is synthesized, and
place-and-route is completed. After the confidence in the design is high,
bitstreams are generated.

¢ Implementation: During this phase, FPGAs are programmed and prototypes are
developed to allow test and debug.

* Production transition: In the last phase, the FPGA /board is prepared for release to

manufacturing. After the board and FPGA are fully debugged, test engineering

completes production and reliability testing, a baseline is established to ensure
consistent system production, acceptance testing is defined.
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- Simulation2 =& St=0 0 Code CoverageE REY A2 2+

MUY A= Code Coverage FF= (+Functional Coverage)

CASE ARMOM MER (PHME) coverageE MAISED UX|TE AR E| D YX| RS

o1

— 3AH | (A8 O|F X, &= Ol X, standard or citification O|A 27 X)

Do-254 — code coverage 100%

—  "The document should also spell out goals for code and assertion coverage (at minimum, 100% statement coverage is

required by DO-254)."

KU

Commercial Tools (ISE Simulator, Incisive Enterprise Simulator, ModelSim &) — code coverage XS

3 QI El coverage= code coveraget®?

SEX|2F 100% coverageE BHESHE test case 4 HE27?
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« Transition coverage
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Paper: Coverage Metrics for Formal Verification
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- Data Flow Fault Coverage

«  Dumpfile-Based Coverage

« Validation Vector Grade (VVG): A New Coverage Metric for Validation and Test
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* Guidelines on the Use of Field Programmable Gate Arrays in Nuclear Power Plant I&C Systems

EPRI TR-109390

» Design Description of a Prototype Implementation of Three Reactor Protection System Channel Using Field-

Programmable Gate Arrays

EPRI TR-1022983

+ Recommended Approaches and Design Criteria for Application of Field Programmable Gate Arrays in Nuclear Power

Plant Instrumentation and Control Systems

NUREG/CR-7006

+ Review Guidelines for Field-Programmable Gate Arrays in Nuclear Power Plant Safety Systems

Coverage & code coverage (+ fault coverage) 0|2|= AZ0| Ho| QS

DO-254

» Design Assurance Guidance For Airborne Electronic Hardware

« Code Coverage= 100% TIE2 2412
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«  ATPG (Automatic Test pattern Generation)
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© & nZEPE (stuck-at fault model)

@A 27 Ec A= deo R elsl 15 0] Vss s Vdd of| gRdEl 2AXE SESH
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7 2 EE
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h

Test vector for h s-a-0 fault
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« A Seamless Platform Change of Digital I1&Cs from PLC to FPGA:
Empirical Case Study
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